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M2M PLUGINOVERVIEW

Machineto-Machine (M2M}echndogy allowscommunication betweemlevicesvia the network With M2M,

an ANDdevice triggered by an event like a contact closaput will transmit a message over the netwaik
InformaCastwhich will translate the message and trigger messages to other devices. The M2M plugin uses
this technology to send Informacast broadcasts as triggerechibdiNDcontact closurenput, as well as trigger

an ANDcontact closureoutput when it receives a bidcast.

Once you have configured your contact closures, you can add them to Informedaput and output ports
1 Input ports allow you to trigger InformaCast broadtafrom contact closure activation.

1 Output ports allow you to activate a contadbsure, as triggered by a broadcast (accomplished by
adding the output port(s) as arecipieiit2 LY F2NXI /)t aiQa YSaal 3Sa

The M2M plugin requires thegeerequisites:
1 SuccessfulnformaCasinstallation
1 Fully configured contact closures
1 A valid M2M plum licensejncluded with your InformaCast license.
This document covers procedures feorking with the M2M pluginncluding
91 Configure Contactl@sure Device
ConfigureContact Closure Input Port
ConfigureContact Closure Output Port

1

1

1 Contact Closure Schelgs

1 Trigger an InformaCast Broadcast fromcatact dosurelnput
1

Trigger a Contact Closu@utputwith an InformaCast Boadcast
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CONFIGUREONTACTLKOSURBEVICE

Before you can use the M2M Plugin, you must add and configur@liigdevice with contactlosures.

1) From the InforaCast web interfaceslsctPluginsA M2M A Contact Closureto access thélaintain
Contact Closurgsage.

Plugins | M2M

Sehedutes e Maintain Contact Closures

License €D 5 7| Y+
R e

IPSWD outputs 10.10.638 1 DELETE [

sean's 1.1 speaker testing 1.1 board 10.10.6.175 1 0 IDELHE .
M2M DW test configuring DW for Jerry 10.10.7.168 4 2
testing output asin  output trap we want to trigger on 10.10.6.65 2 0 “DELETE [
Gary Desk /0 Gary Desk /0 1010793 1 2 DELETE [S)

2) Click theAddbutton to access thé&dd Contact Closupage:

Plugins | M2M
S
Schedules .. Add Contact Closure
License Name: “
Description:

SNMP Community Name:

* required

Save| |Cancel

I Name

T

Enter a unique name fothe AND device associated with thentact closurés) (Contact closures
cannot share names.)

Description
Enter a description dhe AND device associated with thentact closurés)
IP_Address

Enter the IP address tie AND devicassociated with theontact closurés) Use DHCP address
reservation to guarantee the IP address of the devEmains consistent over time.
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T SNMP Community Name

Enter the SNMP community name that is igared for this deviceFor AND device#his value

should match thesNMP Write Communitgtringini KS RS @A 0SQa O IoAfigired dzNI |
Gontact Qosures via the Configuration Fije

3) Click theSavebutton. The Maintain Contact Closures page will appear, reminding you to configure
your newly addedievicdd Lk h L2 NI o6aov o

EDITOR DELETA CONTACT CLOSURE

Click theContact Closurdmkto accesshe Maintain Contact Closurgsmge.

Maintain Contact Closures
@@ D15 v | (D
__m
IPSWD outputs 10.10.6.38 1 “DELETE )
sean's 1.1 speaker testing 1.1 board 10.10.6.175 1 1] '
M2M DW test configuring DW for Jerry 10.10.7.169 4 2
testing output asin  output trap we want to trigger on 10.10.6.65 2 0 DELETE D)
Gary Desk 1/0 Gary Desk I/0 10.10.7.93 1 2

1 To delete, bick theDeletebutton for the conact closure you want to delete, and click
the OKbutton on the dialog box that appears to confirm.

1 To edit, dck theNamelink for the contact closuré& bring up te EditContact Closurpage.Make
your desired changes, and click tBavebutton.

Plugins | M2M

Schedules =

comaetcosures  2dit Contact Closure

License Name: (Gary Desk 110
Description; Gary Desk I/O
IP Address: 10.10.7.93
SNMP Community Name: |public
* required
Save| |Cancel
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CONFIGURE@NTACT KBOSURES VIA THE CGNRATION FILE

For the MAGspecific file option:

Edit theANDRS @A 0S Qa & LIS OA TforthaCasSpdake ERa2BEDOHIORB yitheFe2046f3010203
is the MAC address of the device to configure.

For the global configuration file option:

Edit the global configuration file, e.gnformaCastSpeaker.cfg

Confqg FileSettings:

T

For output contact control, in th&€NMRag, set thewrite_communityparameter. This value should
match the contact closur8NMP Community Nanoenfigured in the M2M pluig for this device.

For input contact triggers, in theNMRag, ald a trap manager pointing to the InformaCast server
(10.10.3.4 in this example) using the contact closure password configured in M2dd, the
respective input trap must be turned on in ti&PICag.

Reset theAND deviceo begin using the new settings.

SNMPtag :
<SNMP write_community="myM2M password" read_community="public" >
<TrapManager
addr="1 0.10 .3.4" port="162" pdu_version="1" community="my M2NMpassword"”
/>
</SNMP>

GPIO tag:

snmp_trap_for_input_gpiol="1"/>
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After youadda contact closur@evice youcant RR A Ga Ay Llzi LIR2NIO6AO P
ports allows you to trigger an InformaCast broadcast when that contaatr@ddsas been activated or
deactivated, depending on your configuration.

1) Turn on the SNMP trap for the respective input contact in the configuration file:

<GPIO snmp_trap_for_input_gpio0= K

snmp_trap_for_input_gpiol= "1 />

2) Add an SNMP Trap Manager pointing to the InformaCast ser@et( 3.4 in this example):

<SNMP ¢é >
<TrapManager
addr= "10.10 .3.4 " port= "162" pdu_version= "1" community= "myM2Npassword "
/>

</SNMP>

3) From the InformaCast web interface, sel@utgirs A M2M A Contact Closureto access the
Maintain Contact Closurgsmge.

ADVANCED
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| 2y F A3

Results 1 - 5 of 5.

Plugins
Schedules H -

commetolosures Ml@aintain Contact Closures

License @D D5 v | 006
IPSWD IPSWD outputs 10.10.6.38 1 3 DELETE )
sean's 1.1 speaker testing 1.1 board 10.10.6.175 1 1] DELETE [S)
M2M DW test configuring DW for Jerry 10.10.7.169 4 2 DELETE )
testing output as in output trap we want to trigger on 10.10.6.65 2 0 DELETE E)
Gary Desk I/O Gary Desk I/O 10.10.7.93 1 2 DELETE [S)

| RO YyOSR bSipg2N] 5502054 Ww[ogRAnnn358B4GBNE Y5 NIPT
Support:itech@anetd.conw 847-463-223r www.anetdsupport.com
7

*



mailto:tech@anetd.com
http://www.anetdsupport.com/

Configuring a Dece for
InformaCast M2M

ADVANCED

NETWORK DEVICES

4) Click the Input Port number of the device to wingou want to add an input port to bring up the
Maintain Contact Closure Input Pspage.

Plugins | M2M

Schedules

contact crosures  M@INtain Contact Closure Input Ports

License

Contact Closure: Gary Desk I/O
o@D B||[15 v]| (o

Name  sams  [Message  [acon |
Gary Input ACTIVE Example Humoctopus Alert " DELETE @

Results 1 - 1 of 1.

5) Click theAdd button to bring up theAdd Contact Closure Input Ppege.

Plugins | M2M
Schedules
contact crosures Add Contact Closure Input Port
Li
leense Contact Closure: Gary Desk 1/0
Name: | "
Monitoring Status: ACTIVE v |*
Time Schedule: Always On v |*
Manufacturer MIB | e €
Port Identifier (OID):
Port Switch On/Off (OID value):
InformaCast Message: Example Hammer v |*
(All Recipients)
All Speakers
conact closure
flasher flash
InformaCast ReCDent(S,.  aany Outoct OFF
sean speaker
Test SIP Recipient Group
just gen 3
outdoor sign > |=
* required
Save| |Cancel
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1 Name
Enter auniquename for your contact closure poftontact closure ports cannot share names

T Monitoring Status
SelectActiveto enable monitoring of th devic&€ i@put port. SelecDisabledo disable monitoring.

T Time Schedule
Select the schedule you wish to use for monitoring purposes from the-doog menu.
SelectAlways Orio set the input port for continuous monitoring.

T Port Identifier (OID)
Set the OIDof the input contact to monitor:

Firstinput: 1.3.6.1.4.1.39866.3.1.4.10.1.3.1
Second input1.3.6.1.4.1.39866.3.1.4.10.1.3.2

1 Port Switch On/Off (OID Value)
Set this field to "1" to trigger the InformaCast broadcast upon input activation. Set this field to "0"
to trigger the InformaCast broadcast upon input deactivation.

71 InformaCast Message
Using the dropdown menu, slect the message to broadcagbon the triggeredccontad closure.
Note: The contact closure's input ports only support Text, TextRweerecorded Audio, and Pre
recorded Audio messages.

1 InformaCast Recipients
Select the recipient groufs) to receive the broadcast.
Note: You can holthe Ctrlkey and click to select multiple recipients.

5) ClickSave

EDITOR DELETE A CONTAALDSURBENPUT PORT

1) Click theContact Closurdmk to access th&laintain Contact Closurgsge.

2) Click the link in thénput Portscolumn for the contact closure to edit or delete, which brings up the
Maintain Contact Closur@put Portspage.
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Plugins | M2M

Schedules

contact closures MIAINtAIN Contact Closure Input Ports

License

Contact Closure: Gary Desk 1/0
@[5 v]| o

Mo saws  [Messae _______ lAdke
Gary Input ACTIVE Example Humoctopus Alert DELETE @

Results 1 - 1 of 1.

1 To delete, click on the correspondibgletebutton. Click theOKbutton to confirm the delete.

1 To edit, click the name of the input port to edit, make changes on tlie@®ntact Closurkput
Portpage, and press th8avebutton.

Plugins | M2M
Schedul :
comsctorosures  EMit Contact Closure Input Port
Hicense Contact Closure: Gary Desk /O
Name: [Gary Input -
Monitoring_Status: ACTIVE v |*
Time Schedule: AlwaysOn v |~

Port Identifier (OID): 1.36.1.41.39866.3.14101.31
Port Switch On/Off (OID value): |0
InformaCast Message: Example Humoctopus Alert v |-

(All Recipients)
All Speakers
conact closure
flasher flash
InformaCast Recipient(s): 822’, Sﬂiﬁﬂi 8?;
sean speaker
Test SIP Recipient Group
just gen 3
outdoor sign - |=

* required

Save| |Cancel
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CONFIGUREONTACT CLOSUBETPUT PORT

You caraddanoutput port as a recipient to an Inforn@ast broadcast, thus activating deactivating a
contact closuraipon receipt ofa specific broadcaskake sure to create two actions for an output port: one
to turn on the device connected to the output poend one to turn it off (e.g., Strobe Light On and Strobe
Light Off).

Firmware 1.6 and abov&upports a GPIO output pulsgtion, whichactivates the respective GPIO output for
the specified number of milliseconds, then-detivates the output automaticallyif using the pulsed output,
only one action is necessar

1) Set the SNMP Write Community string in the configuration file to match theteelSNMP Community
Nameused in the M2M contact closure:

<SNMP
write_community="myM2M password" >
é

</SNMP>

2) To enable tke pulseoption, setup the pulsewidth in milliseconds in yowronfigurationfile:
<GPIO
gpio0_when_input_gpio0="1"
removal_time_ms_input_gpio0="1000"
pulse_ms_output_gpio0="1000"
/>

3) Fom the InformaCast web interface, selddtiginsA M2M A Contact Closureto access the
Maintain Contact Closurgmge.

Plugins

Schedules

Contact Closures Maintain Contact Closures
License }@.@%_@“ 5y | knn:j

IPSWD IPSWD outputs 10.10.6.38 1 3 DELETE ISP
sean's 1.1 speaker testing 1.1 board 10.10.6.175 1 0 m
M2M DY test configuring DWY for Jerry 10.10.7.165 4 2 DELETE D)
testing cutput as in output trap we want to trigger on 10.10.6.65 2 1] m
Gary Desk /0 Gary Desk 1/O 10.10.7.93 1 2 DELETE [

Results 1 - 5 of 5.

&

MAD, z
B> /4
\7 ‘&
T
m
IS
4-0)

*
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4) Click theOutput Port number of the device to which you want to addaanput port to bring up the
Maintain Contact Closure Output Popage.

Plugins | M2M

oeosues Maintain Contact Closure Output Ports

License

Contact Closure: Gary Desk 1/O

Each output port listed below will appear as an InformaCast recipient. Please name the output ports accordingly
The recipient will appear as follows: [M2M Output Port: Centact Closure Name: Qutput Port Name].

o€ B| 5 ]| (00D

s N
Gary Output Off ACTIVE DELETE
Gary Output On ACTIVE DELETE

Results 1 - 2 of 2.

5) Clickthe Add button to bring up theAddContact Closure Opiit Portpage.

Plugins | M2V

oeosues  Add Contact Closure Output Port

License

Contact Closure: Gary Desk /0

Name: || |
Monitoring Status: ACTVE v "
Time Schedule: Always Available v |~

Field Type: Integer v|*
Port Switch On/Off (OID value):

* required

Save||Cancel

1 Name

Enter auniquename for your contact closure poftontact closure ports cannot share names
1 Monitoring Status

SelectActiveto enable monitoring of t& R S @ ApDtp@raSeldciigabledo disableit.
1 Time Schedule

Select the schedulgou wish to use for monitoring purposes from the drdpwn menu.
SelectAlways Orno set the ouput port for continuous monitoring.
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1 Port Identifier (OID)

Set the OID of the output contact tmntrol:
First output: 1.3.6.1.4.1.39866.3.1.4.11.1.21.1

If using the pulsed output optioralsoset the OID of th@utput contact to controlas follows
Second output: 1.3.6.1.4.1.39866.3.1.4.11.1.22.2

1 FieldType
Set this field to "Integer".

1 Port Switch On/Off (OID Value)
Set this field to
amé G2 FOUAGEHGS GKS O2y il OG Of 2 & dz2NB
& n ¢ deactvate the contact closure

6) dickSave

Once you save your settings, you can add the output contact to a recipient gragbitate or deactivate the
contact closure with aInformaCasMessage

Each output port will appear as an InformaCast recipient, listed as follows:
M2M Output Port: <Contact Closure Name>: <Output Port Name>

<Contact Closure Name> Name entered on th&dd/Edit Contact Closupage
<Output Port Name> Name entered on théddd/Edit Contact Closure Output Ppdge.

EDITOR DELETE A CONTAAIDSURBUTPUT PORT

1) Click theContact Closurdmk to access th&laintain Contact Closurgsage.

2) Click the link in th®utput Portscolumn for the contact closure to edit or delete, which brings up the
Maintain Contact Closure Quit Portspage.

Plugins
e Maintain Contact Closure Output Ports

Contact Closures
License

Contact Closure: Gary Desk I/O

Each output port listed below will appear as an InformaCast recipient. Please name the output ports accordingly.
The recipient will appear as follows: [M2M Qutput Port: Contact Closure Name: Qutput Port Name].

N el I

Gary Qutput Off ACTIVE DELETE [S)
Gary Output On ACTIVE DELETE
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1 To delete, click on the correspondibgletebutton. Click theOKbutton on the confirmation
window that appearso confirm the delete.

1 To edt, click the name of the optut port to edit, make changes on th&lit Contact Closure Output
Portpage, and press th8avebutton.

BP9 Plugins | M2\

—d
Schedul F
('. conactcrosures  EAit Contact Closure Output Port
License Contact Closure: Gary Desk I/O
Name: (Gary Outputoff |
Monitoring Status: ACTIVE v |*
Time Schedule: Always Available *

Part Identifier (O1D). 1.3.6.1.4.1.39866.3.1.4.11.1.211

Field Type: Integer

* required

|Save| Cancel|
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CONTACT CLOSURE SWHES

You can use the M2M Plugin to monitor cocttalosures based on a set schedule

1) SelectPluginsA M2M A Schedulego access theMaintain Schdules page.

Plugins | M2M
Schedul - .
e euee Maintain Schedules

License Schedules are an optional feature for added control of monitoring contact closure ports

e Bl [75 7| (108

e o = == ===
test schedule test schedule desc 01:00 AM to 11:00 PM sun Mon Tue Wed Thu Fri Sat DELETE E)

2) Click theAddbutton to bring up theAdd Schedulpage:

Plugins | M2V
S
CZ:?::tlzslosures Add SChed u Ie
License Name: ||
Description:

Tme OfDay. |01 v |00 ||AM v | To: |O1v |00 ¥ | AM ¥ |~

Sun Mon Tue Wed Thu Fri Sat
Days Of Week:

* required

|Save| |Cancel|

1 Name
Enter the name of your new schedule (e.g. Weekday Monitoring).

1 Description
Enter a description of your new schedule.

1 Time of Day
Use these fields and dropdown menus to enter the start and end time for monitoring a contact
closure. The time of day caxtend into the following day.

1 Day(s) of Week Checkboxes
Enter the days of the week to which this schedule pertains. The starting time is tied to the selected
day of the week; the ending time may extend into the next day.

3) Click theSavebutton.
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EDITORDEIETEA CONTACT CLOSURHBRQULE

To modify or delete a schedule:

1) Click theScheduleink to access th&laintain Schedulepage.

Plugins | M2V

Schedules

comaeteosures Maintain Schedules

License Schedules are an optional feature for added control of monitoring contact closure ports.

@D || 7] (0o

Mame  [Desorpton (e o= [Adton |
test schedule test schedule desc 01:00 AM to 11:00 PM sun Men Tue Wed Thu Fri Sat DELETE

Results 1 - 1 of 1.

2) To delete, click on the correspondibgletebutton, and then clickOKon the popup window to
confirm the delete.

Note: Youcannot delete any schedules associated with an input port or an output port. You must first
remove the schedule from the port and then delete the schedule.

3) To edit, glect theNamelink of the schedulemake needed changes on the Edit Schedule page, and
press theSavebutton.
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